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Agenda

 Overview of the Department of Homeland Security and Critical  
Infrastructure;

 Protective Security Advisors and Resources;
 Cybersecurity Overview and Resources



Overview of the Department of Homeland Security  
and Critical Infrastructure



Role of Dept. of Homeland Security
Unify a national effort to secure America

Prevent and deter terrorist attacks

Protect against and respond to threats and hazards to the  
Nation

Respond to and recover from acts of terrorism, natural disaster,  
or other emergencies

Coordinate the protection of our Nation’s critical infrastructure  
across all sectors



Threats May Come from All Hazards

Courtesy of FEMA











Protective Security Advisors 
and Resources



Mission Areas

 Conduct Security Surveys, Gap Analysis, and Assessments

 Conduct Outreach Activities

 Support National Special Security Events (NSSEs) and Special  
Event Activity Rating (SEAR) Events

 Respond to Incidents

 Provide Improvised Explosive Device (IED) Awareness & Risk  
Mitigation Training



Protective Security Advisors 
 PSAs are DHS NON-regulatory, field-deployed personnel who serve as 

critical infrastructure security specialists

 State, local, tribal, and territorial (SLTT) and private sector link to DHS 
infrastructure protection resources
o Coordinate vulnerability assessments, training, and other DHS products and 

services
o Provide a vital link for information sharing in steady state and incident 

response
o Assist facility owners and operators with obtaining security clearances

 During contingency events, PSAs support the response, recovery, and 
reconstitution efforts for public and private-sector stakeholders.
o Heavily rely on our relationship with State partners and FEMA Private Sector 

Liaison

 Risk mitigation and IED Training.



Protective Security Advisor Locations

Courtesy of DHS



Security Assessments (Facility 
Level and Regional)



Protected Critical Infrastructure  
Information
 Established under the Critical  

Infrastructure Information Act of  
2002

 Protects voluntarily submitted critical  
infrastructure information from:
 Freedom of Information Act
 State and local sunshine laws
 Civil litigation proceedings
 Regulatory usage

 Provides private sector with legal  
protections and “peace of mind.”

Courtesy of DHS



Assist Visit
 Establishes and enhances DHS’s relationship with critical  

infrastructure owners and operators, informs them of the  
importance of their facilities, and reinforces the need for  
continued vigilance

 During an Assist Visit, PSAs focus on coordination, 
outreach, training, and  education

 Assist Visits are often followed by security surveys using the  
Infrastructure Survey Tool (IST) or delivery of other security
services



Infrastructure Survey Tool
 The IST is a web-based vulnerability survey tool that applies  

weighted scores to identify infrastructure vulnerabilities and  
trends across sectors

 Facilitates the consistent collection of security information
 Physical Security
 Security Force
 Security Management
 Information Sharing
 Protective Measures
 Dependencies



IST Survey Data Categories

 Facility Information
 Contacts
 Facility Overview
 Information Sharing*
 Protective Measures Assessment*
 Criticality*
 Security Management Profile*
 Security Areas/Assets
 Additional DHS Products/Services
 Criticality Appendix
 Images

 Security Force*
 Physical Security*
 Building Envelope
 Delivery/Vehicle Access Control
 Parking
 Site’s Security Force
 Intrusion Detection System  

(IDS)/Close Circuit Television  
(CCTV)

 Access Control
 Security Lighting

 Cyber Vulnerability
 Dependencies*

* Comparative analysis provided



Dashboards and Information Sharing

Greater understanding of the most  
significant changes and trends.

Notional Information

Areas individually separated into Physical  
Security, Security Management, Security Force,  
Information Sharing, and Protective Measures.  
Owner/Operator can make adjustments and see  
improvements to individual area and overall  
Protective Measure Index (PMI).









Example Report





General Protective Measures
 Planning and Preparedness

– Develop comprehensive security and emergency response plans
– Develop policies and procedures for dealing with hoaxes and false alarms
– Test plans prior to an emergency to ensure preparedness
– Post Department of Homeland Security (DHS) Bomb-making Materials Awareness  

Program register cards and break room posters
– Review DHS Active Shooter training materials

 Personnel
– Incorporate awareness and response procedures into employee training programs
– Attend DHS Private Sector Counterterrorism Awareness Workshop

 Access Control
– Remove any vehicles that have been parked for an unusual length of time

 Barriers
– Install and inspect blast-resistant trash containers
– Install active vehicle crash barriers to protect buildings and populated areas

UNCLASSIFIED/FOUO



General Protective Measures

 Access Control
– Establish a process for controlling access  

to and egress from the facility; including  
designated, monitored points of entry

– Establish a buffer zone and perimeter  
around the facility and a process for  
controlling access

– Define and secure controlled areas that  
require extra security

UNCLASSIFIED/FOUO



General Protective Measures

 Access Control, continued
– Control employee identification and  

access through use of photo identification  
badges; require badges to be displayed at  
all times

– Formally identify gathering areas for  
tailgate parties and other such gatherings  
in locations with natural surveillance and  
access; make informal areas off-limits and  
subject to automatic scrutiny

UNCLASSIFIED/FOUO



General Protective Measures

 Communication and Notification
– Maintain contact numbers and checklists to  

follow in the event of a security-related  
incident

– During events, maintain instantaneous  
communication capability with local, state,  
or federal law enforcement and emergency  
responders

UNCLASSIFIED/FOUO



General Protective Measures

 Monitoring, Surveillance, Inspection
– Ensure that the venue has an intrusion detection system

– Provide video surveillance systems on venue grounds

– At the beginning and end of each event, inspect interior/exterior of  
facility

– Require screening of all patrons before they are allowed to enter the  
facility’s perimeter

– Require screening of all employees, event participants, and delivery  
and emergency service personnel before they are allowed to enter the  
facility’s perimeter for special events

– Check outdoor air intakes of heating, ventilation, and air conditioning  
(HVAC) systems to ensure that they are protected

UNCLASSIFIED/FOUO



General Protective Measures

 Infrastructure Interdependencies
– Provide 24/7 guard at utility supply  

points starting 24 hours before a  
special event until its conclusion

– Ensure that an emergency power  
source is provided for critical systems

– Ensure that dumpsters are secured  
and enclosed

UNCLASSIFIED/FOUO



General Protective Measures

 Cyber Security
– Minimize the number of people with authorized access to computer  

systems
– Increase computer security levels to maximum practical level, if not  

already in place
– Cyber Hygiene;
– The Frontline: Users

UNCLASSIFIED/FOUO



Infrastructure Visualization Platform



 The Regional Resiliency Assessment 
Program (RRAP) began in 2009 as a 
pilot program out of efforts to assess 
security of individual critical assets

 The goal is to identify opportunities for 
regional homeland security officials and 
critical infrastructure partners to 
strengthen resilience to all hazards

 The RRAP process identifies critical 
infrastructure security and resilience 
gaps; dependencies; interdependencies; 
cascading effects; and State, local, tribal, 
and territorial government capability gaps

Regional Resiliency Assessment 
Program



Dependency and 
Interdependency Analysis



Dependency and Interdependency Structure

 Bad Actors can take out a facilities dependencies and possibly cripple  
the facility without stepping foot on-site.



Dependency Analysis Project
 This is a new and developing project that will be administered  

by the DHS Protective Security Advisors, in coordination with  
public and private sector partners, that provides an  
understanding of critical lifeline sector relationships.

 Supports public and private sector stakeholders in their steady  
state and disaster planning and decision-making process.

 All information will be protected under For Official Use Only  
Guidance.

Courtesy of DHS



Dependency Analysis Project
 Conduct initial multi-source research to develop dependency

picture of the area.

 Partner with and interview infrastructure owners and service
provides to verify research results and collect additional data
on critical sites operational needs.

 Create unique dashboards showing key facility dependencies,  
inter-dependcies, network diagrams, and geospatial displays.



Outreach Activities and 
Resources







Soft Target and Crowded Places Support

https://www.cisa.gov/securing-soft-targets-and-crowded-places

https://www.cisa.gov/securing-soft-targets-and-crowded-places


Soft Target and Crowded Places

 Soft Targets and crowded places – are typically defined as  
locations or environments that are easily accessible, attract large  
numbers of people on a predictable or semi-predictable  
basis…may be vulnerable using simple tactics and readily  
available weapons.
 5W’s

• Who did you see?
• What did you see?
• When you saw it?
• Where it occurred?
• Why it’s suspicious?



Active Shooter Training and Outreach 
Materials
 PSAs Provide:

 On-site Training and Exercise Support (Sometimes Jointly with State 
Partners)

 Joint State/Federal Security Walk-through specific to active shooter 
preparedness

 To download resources materials visit:
 https://www.cisa.gov/active-shooter-preparedness

https://www.cisa.gov/active-shooter-preparedness


 Secure information sharing  
platform for IED incident  
information, evolving IED tactics,  
lessons learned, and counter-IED  
preparedness information

 Builds knowledge and  
preparedness capabilities, filling  
vital gaps in information sharing

Courtesy of TRIPwire

TRIPwire
Technical Resource for Incident Prevention



 Diverse curriculum of training designed to build  
counter-IED core capabilities, such as:

 Increases knowledge and ability to detect,  
prevent, protect against, and respond to  
bombing threats

Courtesy of DHS OBP

 Vehicle-Borne IED (VBIED) Detection
 Protective Measures
 IED Search Procedures

 IED Counterterrorism Detection
 Surveillance Detection
 Bomb Threat Management

Counter-IED Training & Awareness



Homeland Security Information  
Network (HSIN)
 HSIN (https://hsin.dhs.gov/) is DHS’s primary technology tool for trusted  

information sharing

 HSIN – Critical Infrastructure (HSIN-CI) enables direct communication  
between:
 DHS
 Federal, State, and local governments
 Critical infrastructure owners and operators

 Content includes:
 Planning and Preparedness
 Incident Reporting and Updates
 Situational Awareness
 Education and Training

https://hsin.dhs.gov/


InfraGard
 https://www.infragard.org

 InfraGard is an information-sharing and analysis effort serving  
the interests of and combining the knowledge base of a wide  
range of members

 At its most basic level, InfraGard is a partnership between the  
Federal Bureau of Investigation (FBI) and the private sector

 InfraGard is an association of businesses, academic  
institutions, State and local law enforcement agencies, and  
other participants dedicated to sharing information and  
intelligence to prevent hostile acts against the United States

https://www.infragard.org/


Special Security Event and 
Incident Response Capabilities



Cybersecurity Overview and 
Resources



Threat Actors Are Sophisticated…



But They Don’t Always Need To Be



But They Don’t Always Need To Be

…



Against an Expanding Attack Surface



The So What to Cybersecurity 

• Attackers are simply getting better than most  
defenders.

• But you still have a responsibility to appropriately  
manage risk and serve your customers.

• Your best effort is within your control.
• Don’t let “paralysis by analysis” take hold.

• Measure your cybersecurity posture against  
established standards.

• Manage improvements and work on “operational  
resilience.”



Sampling of Cybersecurity Offerings

Preparedness Assistance:
• Information / Threat Indicator Sharing
• Cybersecurity Workforce Development, Training and Awareness
• Cyber Exercises and “Playbooks”
• National Cyber Awareness System
• Vulnerability Notes Database
• Information Products and  

Recommended Practices



Range of Cybersecurity Assessments

STRATEGIC
(C-Suite Level)

• Cyber Resilience Review (Strategic)

• External Dependencies Management (Strategic)

• Cyber Infrastructure Survey (Strategic)

• Cybersecurity Evaluations Tool (Strategic/Technical)

• Phishing Campaign Assessment (Technical)

• Vulnerability Scanning / Hygiene (Technical)

• Validated Architecture Design Review (Technical)

• Risk and Vulnerability Assessment (Technical)

TECHNICAL
(Network-Administrator Level)



• Periodic assessments are essential for resilience, helping you:
• Measure your cybersecurity efforts
• Manage improvements over time

Criticality of Periodic Assessments



How Can You Help?
 Engage with PSAs and other partners on critical infrastructure  

protection programs and initiatives

 Encourage participation in efforts to identify, assess, and  
secure critical infrastructure in your community

 Communicate local concerns related to critical infrastructure  
protection

 Enhanced security and resilience depends on developing and  
strengthening partnerships between all entities with a role in  
critical infrastructure protection



For more information visit:  
https://www.dhs.gov/cisa/protective-security-advisors

Chad Johnston
Protective Security Advisor-Arkansas  
Chad.Johnston@cisa.dhs.gov
Glenn Moore
Protective Security Advisor-Oklahoma
Glenn.Moore@cisa.dhs.gov

http://www.dhs.gov/cisa/protective-security-advisors
mailto:Chad.Johnston@cisa.dhs.gov
mailto:Glenn.Moore@cisa.dhs.gov
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