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RUSSIAN STATE-SPONSORED CYBER ACTORS GAIN NETWORK ACCESS BY 
EXPLOITING DEFAULT MULTIFACTOR AUTHENTICATION PROTOCOLS AND 

“PRINTNIGHTMARE” VULNERABILITY 
 

BACKGROUND 
The Cybersecurity and Infrastructure Security Agency (CISA) and the Federal Bureau of Investigation (FBI) releases a joint 
Cybersecurity Advisory (CSA) to warn organizations that Russian state-sponsored cyber actors have gained network 
access by exploiting default multifactor authentication (MFA) protocols and the known “PrintNightmare” vulnerability. FBI 
and CISA urge all organizations to apply the recommended mitigations in the CSA on “Russian State-Sponsored Cyber 
Actors Gain Network Access By Exploiting Default Multifactor Authentication Protocols and ‘PrintNightmare’ Vulnerability.”  

TOPLINE MESSAGING 
 

• Multifactor authentication (MFA) remains one of the most important security practices to reduce the risk of 
intrusions and every organization should enforce it for all users. MFA should be implemented according to best 
practices, such as reviewing default configurations and modifying as necessary, to reduce the likelihood that a 
sophisticated adversary can circumvent this control, as described in this CISA and FBI joint advisory.   

• As early as May 2021, an organization’s misconfigured account set to default MFA protocols was exploited by 
Russian state-sponsored cyber actors. The incorrect setting allowed the actors to enroll a new device for MFA for 
that account and then use the account to access the victim’s network. By exploiting an un-remediated critical 
vulnerability, Windows Print Spooler “PrintNightmare,” the actors were able to run arbitrary code with system 
privileges. This malicious activity enabled the actors to access Google cloud and email accounts for document 
exfiltration.  

• In the joint advisory, CISA and FBI provide technical details on how Russian state-sponsored actors gained 
unauthorized network access through default MFA protocols, weak passwords, and a known exploited 
vulnerability that was not mitigated.  

• This advisory serves as a warning why organizations should not use default MFA settings; should not use simple, 
predictable passwords; should not overlook patching critical known exploited vulnerabilities; and should not 
leave inactive accounts on the active directory and MFA systems.     

• Now, more than ever, organizations must put their “Shields Up” to protect against cyber intrusions. Access to 
cloud and email accounts could provide actors with proprietary and internal documents and communications. 
Actions that executives and leaders can implement to help protect against this Russian state-sponsored 
malicious cyber activity include: 
o Enforce MFA and then review configuration policies to protect against “fail open” and re-enrollment 

scenarios;  
o Ensure inactive accounts are disabled uniformly across the Active Directory and MFA systems;  
o Patch all systems - prioritize patching known exploited vulnerabilities.   

• CISA and the FBI encourage all organizations to be cognizant of this threat and apply the recommended 
mitigations in this advisory. In addition, we encourage all organizations to review our Shields Up webpage to find 
recommended guidance and actions for all organizations, corporate leaders and CEOs, steps to protect yourself 
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and your family, and a technical webpage with guidance from CISA and Joint Cyber Defense Collaborative (JCDC) 
industry partners.    

 

TALKING POINTS  
Overview:  
This joint Cybersecurity Advisory (CSA)—authored by the Cybersecurity and Infrastructure Security Agency (CISA) and 
Federal Bureau of Investigation (FBI)- warns organizations that Russian state-sponsored cyber actors’ have gained 
network access through exploitation of default multifactor authentication (MFA) protocols and a known vulnerability.  

• Every organization should enforce MFA for all users, and every individual should sign up for MFA when available. 
Organizations that implement MFA should utilize best practices, e.g., review default configurations and modify as 
necessary, to reduce the likelihood that a sophisticated adversary can circumvent this control, as described in 
this joint advisory.   

• CISA and the FBI recommend organizations remain aware of the threat of state-sponsored cyber actors exploiting 
default MFA protocols and known vulnerabilities to gain network access and exfiltrate information. To this end, 
organizations should review the threat actor activity, indicators of compromise, and apply the recommended 
mitigations.   

• For more information on the threat of Russian state-sponsored malicious cyber actors to U.S. critical 
infrastructure as well as additional mitigation recommendations, visit cisa.gov/Russia and Shields Up webpage.  

  
Adversary threat synopsis:  
As early as May 2021, the FBI observed Russian state-sponsored cyber actors gain access to a non-governmental 
organization (NGO), exploit a flaw in default MFA protocols, and move laterally to the NGO’s cloud environment.  

• Russian state-sponsored cyber actors gained initial access to the victim organization via compromised 
credentials gained via a brute-force password guessing attack and enrolling a new device in the organization’s 
Duo MFA.    

• Enrolling a new device was possible because one of the accounts had been un-enrolled from Duo due to a long 
period of inactivity but was not disabled in the Active Directory.   

• Using the compromised account, Russian state-sponsored cyber actors performed privilege escalation via 
exploitation of the “PrintNightmare” vulnerability (CVE-2021-34527) to obtain administrator privileges.   

• The actors then proceeded to modify a domain controller file to redirect Duo MFA calls/service from contacting 
its server to validate MFA login.   

• This effectively disabled MFA for active domain accounts because the default policy of Duo for Windows is to “fail 
open” if the MFA server is unreachable  

• After effectively disabling MFA, the threat actors were able to successfully authenticate to the victim’s virtual 
private network (VPN) and make Remote Desktop Protocol (RDP) connections to Windows’ domain controllers.   

• Then, with access to the victim’s network the actors were able to move laterally to the victim’s cloud storage and 
email accounts and access desired content.  

• To help network defenders assess their networks for this malicious activity, the advisory provides some indicators 
of compromise used by Russian state-sponsored cyber actors, such as executable process files, file modification 
with Duo MFA server, and IP addresses.  
 

Mitigations specific to this activity:  
While organizations are encouraged to review the entire advisory, some of the recommended mitigations listed are:   

• Enforce MFA for all users, without exception, and then review configuration policies to protect against “fail open” 
and re-enrollment scenarios.   

• Implement features to prevent repeated failed login attempts (i.e., brute force tactics).  

• Ensure inactive accounts are disabled uniformly across the active directory, MFA systems, etc.   

https://www.cisa.gov/shields-up
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• Update software in a timely manager and prioritize patching known exploited vulnerabilities.   

• Require all accounts with password logins to have strong, unique passwords; do not reuse passwords across 
multiple accounts.   

For organizations that suspect compromise of a domain controller, the advisory provides information that is necessary to 
remove the actors’ access.  However, organizations should consider soliciting support from a third-party IT organization to 
provide:   

• subject matter expertise,   

• ensure the actor is eradicated from the network, and   

• avoid residual issues that could enable follow-on exploitation.    
 

Recommendations to reduce the risk of malicious cyber activity:  
Every organization—large and small—must be prepared to respond to disruptive cyber activity whether from Russian state-
sponsored actors or other sophisticated threat actors. As the nation’s cyber defense agency, CISA stands ready to help 
organizations prepare for, respond to, and mitigate the impact of cyber-attacks. Some of the best practices included in 
this advisory align to recommended actions on CISA’s “Shields Up” webpage such as:   

• Security Best Practices, including enforce Server Message Block (SMB) Signing, restrict administrative 
privileges.   

• Network Best Practices, including monitor remote access-remote desktop protocol, regularly audit logs, and 
identify and implement network segmentation.   

• Remote Work Environment Best Practices, including regularly update virtual private networks (VPN) and monitor 
network traffic for unapproved and unexpected protocols.   

• User Awareness Best Practices, including provide users with training on information security principles and 
techniques and ensure employees know who to contact and what to do if they see suspicious activity or suspect 
a cyberattack.   

Reporting:  
CISA and the FBI urge organizations to report any information and/or evidence of cyber actors exploiting default MFA 
protocols as well as underlying technical details in order to deter continued use of such techniques and hold actors 
accountable under U.S. law.   

• All organizations should report incidents and anomalous activity to CISA 24/7 Operations Center at 
central@cisa.dhs.gov or (888) 282-0870 and/or to the FBI via your local FBI field office or the FBI’s 24/7 
CyWatch at (855) 292-3937 or CyWatch@fbi.gov.  

 

FAQs  
A1. With this advisory, is enabling MFA making me any more secure?  
Q1. Multifactor authentication (MFA) is one of the most important security practices to reduce the risk of intrusions – 
according to industry research, users who enable MFA are up to 99% less likely to experience an account compromise.   
 
Every organization should implement MFA for all employees and customers, and every user should opt-in to MFA wherever 
available.   
 
Like every security control, MFA needs to be implemented appropriately, including reviewing default configurations and 
making modifications as appropriate. Organizations that implement MFA should implement best practices to reduce the 
likelihood that a sophisticated adversary can circumvent this otherwise strong control, as described in this Advisory. 
 
The four simplest steps to stay cyber safe are to implement multi-factor authentication on all accounts, update your 
software, think before you click to avoid phishing schemes, and use strong passwords on all accounts.  
  
Q2. Is there evidence that Russia is still actively exploiting default MFA protocols in organizations?  
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A2. CISA and the FBI are asking any organizations that have reason to believe they’ve been targeted to report information 
and evidence, as well as underlying technical details and indicators, actor infrastructure, and accounts.   
 
Doing so provides the critical information needed to deter continued use of such techniques and hold actors accountable 
under United States law.  
 
All organizations should report incidents and anomalous activity to CISA 24/7 Operations Center at central@cisa.dhs.gov 
or (888) 282-0870 and/or to the FBI via your local FBI field office or the FBI’s 24/7 CyWatch at (855) 292-3937 or 
CyWatch@fbi.gov.  
  
Q3. Why are we releasing this?   
Q3. This advisory is being released as part of our continuing cybersecurity mission with our interagency partners to warn 
critical infrastructure organizations of potential nation state cyber threats. We are providing recommended actions they 
should take to protect their organization.   
  
Q4. Is this release connected to recent Russian and U.S. talks about Ukraine and potential Russian invasion mentioned in 
the news?  
Q4. This advisory is being shared to help critical infrastructure organizations be aware of the demonstrated activities and 
capabilities of Russian state-sponsored cyber actors. It is meant to encourage network defenders to apply the 
recommended actions to include protect, detect, mitigate, and remediate as necessary.   
  
Q5. Is Russia targeting critical infrastructure?  
Q5. The threat of Russian state-sponsored malicious cyber actors to U.S. critical infrastructure as well as additional 
mitigation recommendations are outlined in joint CSA Understanding and Mitigating Russian State-Sponsored Cyber 
Threats to U.S. Critical Infrastructure and cisa.gov/shields-up.  
 
As described in the advisory, Russian state-sponsored actors targeted a non-governmental organization (NGO).  
  
Q6. What is the USG is doing to stop this malicious activity by Russian state-sponsored cyber actors?   
Q6. This guidance is being released to broadly share the tactics, techniques, and procedures, and encourage critical 
infrastructure organizations to apply mitigations and conduct investigation to detect if this activity is on their networks.  
 
Operational collaboration with industry and interagency partners is a key part of the CISA’s important mission to create 
shared situational awareness of cyber threat activity, protecting critical infrastructure, and improving cybersecurity for the 
nation.    
 
 

FOR MORE INFORMATION  
To learn more about the visit the joint cybersecurity advisory, visit CISA’s National Cyber Awareness System Alerts home 
page on CISA.gov. For more information or to seek additional help, contact CISA-ExternalAffairs@hq.dhs.gov. For media 
inquiries, please contact CISA Media at CISAMedia@cisa.dhs.gov. 
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